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= Ucel
prenos hypertextovych / hypermedialnich dokumentu

prenos pozadovanych dat od klienta
riizné doplnky (WebDAV, SOAP)

= Vlastnosti
bezestavovost
aplikacni vrstva: predpoklada spolehlivy prenos

textovy (ne binarni) protokol
= jednoducha implementace

dobre znamy port 80



HTTP (2)

= Standardy
HTTP/0.9 - CERN
HTTP/1.0 - RFC 1945 (1946)
HTTP/1.1 - RFC 2068, 2616 (1997,99)
HTTP autentikace - RFC 2617 (1999)
® Souvisejici
TCP, MIME (RFC 2045)
= Implementace
servery - httpd (http demon)

= Apache, Microsoft IS, Tomcat, Boa, HP LaserJet, ...
klienti - prohlizece, nastroje (wget)
testovani : telnet www.host.tld 80



MECHANISMUS HTTP

" Klient posila pozadavek
jaky objekt
hlavicky
téelo s daty

m Server posila odpoved
stav
hlavicky
télo s daty



POZADAVEK

<method> <URI> <version>
<header>*

<body>

= Metoda = pozadovana akce

GET (0.9), HEAD, POST (1.0)

PUT, DELETE, OPTIONS, TRACE (1.1)
= URI

absolutni, bez hostname



POZADAVEK (2)

= Verze: HTTP/1.0, HTTP/1.1 atd.

m Zahlavi (podle MIME standardu)
Host (povinné od v.1.1)
From
User-agent
Referer
Accept-Language, Accept-Charset
If-Modified-Since
Authorization
Ccontent-Type, Content-Length (POST)



ODPOVED

<version> <code> <description>
<header>*

<body>

m Stavové kody
100 Continue
200 OK, 204 No content
301 Moved permanently
401 Unauthorized, 403 Forbidden, 404 Not found

500 Internal error, 501 Not implemented



ODPOVED (2)

® Zahlavi - server
Server
www-Authenticate
Location

®= Zahlavi - télo
content-Type (default: application/octet-stream)
Content-Length

Content-Encoding

= télo = encoding( type( data[length] ))
Last-modified, Expires
Pragma



PRIKLADY HTTP KOMUNIKACE

HTTP 0.9 GET

<jstein@proteus.fav.zcu.cz>$ telnet 80 www.kiv.zcu.cz
GET /
<html>
<head><title>Document Root</title></head>
<body>
<h1l>This is the Document Root</hl>
<p>This page is the root document of this
server .</p>
</body>
</html>
Connection to host lost.
< jstein@proteus. fav.zcu.cz>$




PRIKLADY HTTP KOMUNIKACE (2)

[RFC2616] ,,... odesilatel uvadi format
zpravy a své schopnosti ohledné HTTP

HTTP 1.0 GET komunikace, spie nez charakteristické
rysy této komunikace."
GET / HTTP/1.0 £ \
J

HTTP/1.1 200 OK
Server: Apache/1.3.27 (Win32) PHP/4.2.3
Last-Modified: Thu, 28 Nov 2002 10:55:36 GMT
Content-Length: 163
Connection: close
Content-Type: text/html
p
<html>
<head><title>Document Root</title></head>
<body>

<hl>This is the Document Root</hl>
</body>
</html>
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PRIKLADY HTTP KOMUNIKACE (3)

HTTP 1.1 GET s trvalym pfipojenim

GET / HTTP/1.1
Host: teddy
Connection:
J

HTTP/1.1 200 OK

Server: Apache/1.3.27 (Win32) PHP/4.2.3
Last-Modified: Thu, 28 Nov 2002 10:55:36 GMT
Content-Length: 163

Content-Type: text/html

o

<html>

<head><title>Document Root</title></head>

keepalive

</html>

(pokracuje)

GET /misc/ HTTP/1.1
Host: teddy
Connection:
o

HTTP/1.1 200 OK

Server: Apache/1.3.27 (Win32) PHP/4.2.3
Last-Modified: Thu, 28 Nov 2002 11:05:11 GMT
Content-Length: 102

Connection: close

Content-Type: text/html

close

<html>
<head><title>/misc/</title></head>
</html>

Connection to host lost.



PRIKLADY HTTP KOMUNIKACE (5)

POST /list/test.php HTTP/1.1
Host: teddy

Content-Type: application/x-www-form-urlencoded
Content-Length: 10

test=asdf HTTP/1.1 200 OK

Date: Thu, 28 Nov 2002 11:50:30 GMT
Server: Apache/1.3.27 (Win32) PHP/4.2.3
X-Powered-By: PHP/4.2.3
Transfer-Encoding: chunked

Content-Type: text/html

<body>
<hl>Echo promenne</hl>
<hl>Echo promenne</hl> echo "<p>test = ".$ POST["test"];
<p>test = asdf</body> ?>
P / Y </body>
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PRIKLADY HTTP KOMUNIKACE (6)

HTTP 1.0, 1.1 HEAD

HEAD /misc/index.html HTTP/1.1
Host: teddy

HTTP/1.1 200 OK

Date: Thu, 28 Nov 2002 11:36:18 GMT

Server: Apache/1.3.27 (Win32) PHP/4.2.3
Last-Modified: Thu, 28 Nov 2002 11:10:58 GMT
ETag: "0-6f-3de5£f9c2"

Accept-Ranges: bytes

Content-Length: 111

Content-Type: text/html

Connection to host lost.
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PRIKLADY HTTP KOMUNIKACE (7)

HTTP 1.1 OPTIONS

OPTIONS / HTTP/1.1
Host: teddy

HTTP/1.1 200 OK
Content-Length: 0
Allow: GET, HEAD, OPTIONS, TRACE

OPTIONS /list/test.php HTTP/1.1
Host: teddy

HTTP/1.1 200 OK

Content-Length: 0

Allow: GET, HEAD, POST, PUT, DELETE, CONNECT,
OPTIONS, PATCH, PROPFIND, PROPPATCH, MKCOL, COPY,
MOVE, LOCK, UNLOCK, TRACE
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PRIKLADY HTTP CHYB

GET /misc/old.html HTTP/1.1
Host: teddy

HTTP/1.1] 301 Moved Permanently

Date: Thu, 28 Nov 2002 13:01:59 GMT

Server: Apache/1.3.27 (Win32) PHP/4.2.3
Location: http://www.egu.org/new.html
Transfer-Encoding: chunked

Content-Type: text/html; charset=iso-8859-1

GET /foo HTTP/1.0

HTTP/1.1 404 Not Found

Date: Thu, 28 Nov 2002 12:07:27 GMT

Server: Apache/1.3.27 (Win32) PHP/4.2.3
Connection: close

Content-Type: text/html; charset=iso-8859-1
Not Found

GET /foo
Not Found
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PRIKLADY HTTP CHYB (2)

OPTION / HTTP/1.1
Host: teddy

HTTP/1.1] 501 Method Not Implemented

Date: Thu, 28 Nov 2002 12:14:20 GMT

Allow: GET, HEAD, OPTIONS, TRACE
Connection: close

Content-Type: text/html; charset=iso-8859-1

HEAD /phpmyadmin/ HTTP/1.1
Host: teddy

HTTP/1.1 401 Unauthorized

Date: Thu, 03 Nov 2005 10:04:11 GMT
WWW-Authenticate: Basic realm="phpMyAdmin"
status: 401 Unauthorized

Content-Type: text/html; charset=iso-8859-1
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HTTP AUTENTIKACE

= Ucel: pristup ke chranénému obsahu

- hd ” L]
chranené oblasti (realm) Prompt
@ Enter usermame and password for "phphdyeddmin running an localhost65534" at hitp e kiv.zou.cz
User Mame:
brada
Fasgword:
—
[T Use Password Manager to remember this password.
oK I Cancel

® Mechanizmus vyzva-odpovéd
GET <URI>
401 Not authorized; WWW-Autenticate
GET <URI>, Authorization
200 OK / 403 zakaz
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HTTP AUTENTIKACE (2)

m Zakladni autentikace (basic)
= heslo v plaintext podobé

www-Authenticate: Basic realm=“jméno”
Authorization: Basic baseb4(login:passwd)

= Digest autentikace
= heslo v MD5 hash podobé
www-Authenticate: Digest realm=“jméno*
Domain="URI URI" nonce=<unique string>
opaque=<string> stale=True/False
algorithm=MD5 | token

Authorize: Digest username=“name” nonce-=..
opaque=.. request-digest=<rddata>
= <rddata> zalezi na algoritmu, nonce, téle zpravy, atd.
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COOKIES

= Zptsob uchovani informaci chocolate Cresam
nha klientu

uvedeny v Netscape Navigator 2(?)
= cca 1996

jednoduché rozsifreni HTTP

= Hlavni pouziti
sprava relaci
sledovani uzivatell

personalizace stranek
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NASTAVENI COOKIE V HTTP

Hlavicka odpovédi Set-Cookie: name=value
[ ; EXPIRES=dateValue]
[ ; DOMAIN=domainName]
[ s PATH=pathName] [ ; SECURE ]

Expires: DoW, DD-Mon-YY HH:MM:SS GMT
standardné: aktualni relace (béh prohlizece)

Domain: jména DNS, pro které je cookie platné
standardné: zdrojovy server

Path: podprostor URI, pro kterou je cookie platné
standardné: pavodni stranka

Secure: poslat cookie pouze pres bezpecny kanal
standardné: zabezpeceni nenastaveno
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POSILANI COOKIE Z KLIENTA

Hlavicka pozadavku
Cookie: namel=valuel; name2=value?
" Klient posila vSechna cookie, ktera ...
jsou urcena pro doménu pozadovaného serveru

maji cestu, ktera souhlasi s URI pozadavku (konkrétnéjsi pred obecnéjsim)

maximalni velikost vSech cookie 4 KB
= limit HTTP hlavicky

® Mazani cookie
posle se prazda hodnota
posle se jiz prosla doba vyprseni

Uskladnéni cookie dat ... je rizné ... nap¥:
= Netscape, Mozilla: jeden soubor, 300 cookies max (fixed ve verzi 1.7)
" MSIE: cookie pro kazdou doménu ve zvlastnim souboru
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PRIKLAD COOKIES - VYSLEDEK

1w, U, 2 80

rying 1ld47.228.67.60. ..
onnected to www. kiv. zcu. cz.
Escape character is 'A]'.

HEAD s~bradaSwewukappipriklady/phpscookie. php HTTRAL. cookistestvalue is

HTTP/L.1 200 OK

Date: Thu, 22 MNoyw 2001 16:20:24 GMT
server: Apache,1.3.% (Unix) mod_czech/3.1.0b4 PHP/3.0

. . The zite v kiv. zou. o2 wants to zet a second cookie. Do vou want to allow it?
cet-Cookie: cookietest=value =

ary: User-agent, Accept-Charset [] Remember this decision
Pragma: no-cache ;
onnection: close ] s I[- s j

ontent-Type: text html

onnection closed by foreign host. Cookietestvalue is value
<hrada@sofa ~=% :
Confirm |

The zite wina kiv.zcu, oz wantz to modify aneexizting cookie, Do pou want to allow ity

<hradafdsofa ~x% telnet www. k1w, ZcU, CZ 80

Fying 147.228.67.60... [] Remember this decision
ohnected to www. kKiv. Zou. C2.
Escape character is 'A]'. [ Mes 1[ Na.;

HEAD ~bradaseyukaopipriklady/phps/cookie. php HTTRAL,
ookie: cookietest=value

Cookietestvalue is valug+++

TTP/1.1 200 OK N |

Date: Thu, 22 Moy 2001 16:27:01 GMT

SEFVER ] J}paChE,-"l._ 3.9 (Unix) mod_czechs/3.1.0b4 FHR/3.0, The site v kiv. zeu:cz wants to rodify an existing cookie. Do you want bo -allow it?
cet-Cookie: cookietest=value¥%2E ; . .

ary: User-agent, Accept-Charset [ Remember this decision

Pragma: no-cache m—

onnection: close [ ves J[ Mo |

ontent-Type: textyshtml

onnection closed by foreign host. ﬂ
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ZABEZPECENI PRENOSU

| MlME’ BASE64 _ nlkOIl Text content M - n

ASCI 77 (0xdd) 97 (0xB1) 110 {0xBe)
Bit pattern O(1| 0[O0 (0|1 1(0)0)0{0{1)0]1{1|0|1|1(1|0
Index 19 22 5 46
Basebd-encoded T W F u

" Protokoly nizsi arovné

SSL (Secure Sockets Layer)
— HTTPS port 443 o s

SSLHandshake Phas@ = = == === === c = cccccccccc=c=c=c======

| asymetrické §ifra pro pfenos kliée Seﬁégggo Supported algorithms, random number
= symetricka Sifra pro komunikaci — @i
Certificate Sends

9 Certificate
Authenticates
Server o

Generates random Encrypted pre-master secrat - Decrypts to retisve
value e » '@ pre-master secret

(pre-master secret)
and encrypts it
with the server's

public key
Calculates keys () @ Calculates keys
Sends finished O » Sends finished
message Gl —k) message
SSLDataTransferPhase - - - - - - - - s - - c c c ;e c e e e e e e - - - -
Data »
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WEBDAV

= Web Document Authoring and Versioning

rozsireni HTTP/1.1 (RFC 2518, 2/1999)

" nové metody
= XML data v pozadavku a odpoveédi
= multi-status odpovedi

meéni WWW v zapisovatelné médium
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http://www.webdav.org/

