ZCU/FAV/KIV/PPR
D Implementace multithreadingu

Implementace multithreadingu

e Nasledujici text je pouze strucny nastin toho, jak se
prepinaji procesy
o Neftesi napt. vicendsobné preruseni, které také muze
nastat
e (Cilova platforma jsou x86 kompatibilni procesory
e Funkce nejsou zapsany optimalné
o V redlném projektu je toho tieba
o Viz pfednaSka o urychleni béhu vlakna
o Je tieba vzit do uvahy dalsi komponenty systému —
napr. spravce paméti

MS-DOS Compatible, Uniprocessor

® Semestralka KIV/ZOS 1998
® Princip
O Pomoci sluzby DOSu se nainstaluje novy handler
preruseni 8, které generuji hodiny
O KdyzZ je volana obsluha prerusSeni, v zasobniku jsou
ulozeny registry CS, IP a Flags kodu, jehoz
vykonavani bylo preruseno
O Obsluha preruseni uloZzi stavajici registry
O Planovac vybere novou ulohu a zapiSe do zasobniku
jeji hodnoty uvedenych registri (CS, IP a Flags)
O Obsluha preruseni obnovi zbyvajici registry
procesoru pro planovac¢em vybranou ulohu
o Provede se instrukce iret, kterou se spusti
naplanovany proces diky prepsani hodnot
v zasobniku
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//User space
procedure Taskl; far;
begin
//déld néco ohromné uzZitecdného
end;

//Kernel space

type
TTask = record
FPU:array[0..FPUSize-1] of byte
ALU:array[0..ALUSize-1] of byte;
Stack:pointer;
State:integer;
end;

var tasks:array[0..MaxTasks—1]
of TTask;
oldHandler :procedure;
currentTask:0..MaxTasks-1;

procedure SaveRegisters; assembler;
asm
; instrukcemi mov a fsave ulozi
;registry do tasks[currentTask]
;flags se ulozi pres zasobnik a ax

fsave es:[si] / /FPU
mov es:[si+114], ax / /ALU
mov es:[si+1l16], bx
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pop ax ;zaloha CS, IP a Flags
pop bx
pop CX

mov es:[si1+130], ax

end;

procedure RestoreRegisters;assembler;
asm

//analogicky k SaveRegisters
end;

procedure Scheduler;

begin
//do proménné currentTask vybere
//index nové ulohy ke spusténi
//tj. naplanuje ji

end;
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procedure ClockHandler; assembler;
asm

pusht

call oldHandler

cli

call SaveRegisters
call Scheduler
call RestoreRegisters

sti

iret
end;

procedure Init;
begin
InitTasks;
InstallTask (@Taskl);
GetIntVec ($8, @oldHandler);
SetIntVec ($8, @ClockHandler);
end;
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procedure InstallTask(task:poilnter);
begin
with Tasks[FindFreeSlot] do
begin
State:=stCreating;

Move (ALU, DefaultALU, sizeofALU);
Move (FPU, DefaultFPU, sizeofFPU);

//CS:IP
ALU[130] :=Seg(Task™);
ALU[132] :=0fs (Task") ;

//SS:SP
GetMem (Stack, StackSize);
ALU[130] :=Seg(Stack”);

ALU[132] :=0fs (Stack”)+StackSize;

State:=stRunnable;
end;
end;
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Protected Mode

e Umoznil x86 odstinit user-space od
e kernel-space na hw urovni
o Urovné opravnéni
e CPL - code privilege level
e DPL - data privilege level

o Deskriptor privilege level
® (00, — nejvétsi opravnéni — kernel space
® 11, - neymensi opravnéni — user space
e WNT pouziva jenom 2 kombinace kviili
kompatibilit€ s Alphou, ktera méla jen 1b

o Nékteré instrukce 1ze vykonat pouze s CPL=0
o Také tika, komu je pamét pristupna podle PL

® (Virtualni) Pamét pocitace
o RAM + odkladaci soubor
o a déli se na bloky zvané segmenty (a ty na stranky)

logical address | selecior | offset |

dascriptor tabla

23062

SEQMENt descripior

Btk

linear agdress | directony pags offsat page frame

Ga3448

data *

T2rT3

w physical addrass

page direciony paga tabke

[

annaE

data 2

directary entry page table entry
—‘ GBEE3
3
page direciony il L e
base registsr chysical rmemorny

http://data.uta.edu/~ramesh/cse3320/chap8.html
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e Kazdy spustény program vlastni né¢kolik segmentti
o V jednom ma uloZeny programovy kod
¢ Tj. popis, co ma program délat
o V ostatnich data

e Kazdy segment ma svij popisovac
o Segment deskriptor
o Segmentové registry (cs, ds, es, fs, gs, ss) pak
obsahuji segment selektor

¢ Popisovac segmentu ma vySe uvedené bity, které urcuji
privilege level

m+7 m+G m+5 m+4 m+3 m+2 m+1 m
|
Base Attributes Segment Base Segment Limit
.24 23..0 15...0
| I | I
m+G m+5
7 o7 1]
D Al Limit D [P=iEiw
GlilolV P |DPL T A
B L| 19..16 Coic iR
TYPE

Figure 2. Segment Descriptor Layout

Bit Name Bit Meaning
Granularity bit, used to determine if the limit is check on byte or 4KB page granularity.
D/B Default/Big bit, for code segments represent the default operand size (16 or 32 bit). For expand
down data segments it affects the operation of limit checking (this maintains compatibility with
286 protected mode expand down segments).
AVL Avwailable bit, this bit is available for use by the system designer.

P Present bit, indicates that the specified segment is present in memory. Can be used to help with
the implementation of virtual memory system.
Descriptor Privilege Level, Used by the protection mechanism.

DPL (2-bats)

DT Descriptor Tvpe, for systems descriptors DT=1 for segment descriptors DT=0.
Code/Data Segment Type bit, indicates if the segment is a Code (=1) or Data (=0) segment. The setting of
this bit effects the meaning of bits 1 and 2
E (Data) If E=1 the data segment is an expand down data segment (typically used for stacks).
W (Data) If W=1 the data segment 1s both read and write_ else segment 1s read-only.
C (Code) If C=1 then the code segment 15 a conforming code segment
R (Code) If R=1 then the code segment is executable and readable, else it is execute-only.
A Access bit, The processor automartically sets this bit whenever a descriptor is referenced. The

bit is cleared by software.

Table 1. Segment Descriptor Attributes

ftp://download.intel.com/design/intarch/papers/exc_ia.pdf
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Protected-Mode, Uniprocessor

® Priklad pro MS-DOS bézel v realném rezimu, malo
paméti
O => prepnuti procesoru do chranéného rezimu
umozni adresovat paméf nad 1 MB
¢ Ovsem také znemozni nékteré véci, které byly
mozné v realném rezimu
e A ,prijdeme o pamétf/amnézie*, protoze se ze
segmentovych registrlii stanou registry ne se
segmenty, ale se segment selektory
O => prepnuti umoznuje hw odstinéni user-mode a
kernel-mode pfistupu k paméti
§ x86-64 pouziva long mode

e V principu to funguje stejn€ jako v redlném
rezimu, ale je tieba se postarat o vice véci

o Instrukci cli zakazat preruSeni

o Pfipravit si novou tabulku preruseni

o Pfepnout procesor do chranéného rezimu

o Instrukci lgdt nahrat global descriptor table

o Instrukci lidt ,,aktivovat® novou tabulku
preruseni

o Nastavit registry SS:ESP na novy zasobnik

o ,, Vratit se* pres instrukce ljmp a ret do
chranéného rezimu
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EnablePM:
cli ; zamaskovani preruseni

mov eax, cr0
bts eax, 0 ;prepneme do
mov cr0, eax ;chraneného rezimu

lgdt [newGDT] ;nastavime selektory
lidt [newIDT] ;preruseni a vyjimky

mov eax, selSS

mov sSs, eax zasobnik

e

ljmp selCS, @pm ;nastav segment

selektor ké6du:EIP

~e ~e

pm :
ret ;a2 vratime se v pm

® (Obsluha preruseni musi pochopitelné pocitat s tim, zZe je
v chranéném rezimu
® V chrinéném rezimu je dostupny TSS — Task State
Segment
O Usnadnuje implementaci multithreadingu
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Vlastni multithreading pomoci fci Win32

® Jen na ukazku, jak by se feSilo vySe uvedené
O Prakticky to zfejmé ani nemd vyuziti
e MoZzna n¢jaky velmi nestandardni ditvod

® Princip
o Jedno vldkno d€la hodiny — j. interrupt 8
e Tj. vold SwitchTask
o Ve druhém vldknu se postupné spoustéji ulohy

//user—space

procedure MyTask;
begin

//déla néco uzasného
end;

//kernel-space

type
TTask = record
Context:TContext;
State:integer;
end;

var FOrigilnalContext:TContext;
tasks:array[0..MaxTasks—1]

of TTask;
currentTask:0..MaxTasks—-1;
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procedure Init;
begin
FOriginalContext.ContextFlags:=
CONTEXT_FULL or
CONTEXT_FLOATING_POINT or
CONTEXT_DEBUG_REGISTERS;
GetThreadContext (Handle,
FOriginalContext) ;
end;

procedure InstallTask (task:pointer);
begin
with Tasks[FindFreeSlot] do
begin
State:=stCreating;

Context:=FOriginalContext;
Context .EIP:=task;
Context .ESP:=AllocateStack;

State:=stReady;
end;
end;
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procedure SwitchTask;
begin
SuspendThread (FTaskingThread) ;

GetThreadContext (FTaskingThread,
Tasks|[currentTask] .Context) ;
Tasks |[currentTask] .State:=stReady;

Scheduler;

Tasks[currentTask] .State:=stRunning

SetThreadContext (FTaskingThread,
Tasks|[currentTask] .Context) ;

ResumeThread (FTaskingThread) ;
end;

Pamét

® Procesy se v realném reZimu nedostanou nad 1MB

NANANN] 16mB-468

Extended
Memory

HMA
41

1MB

UMA

640 KB

Conventional
Memory

OKB http://en.wikipedia.org/wiki/Extended_memory
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1M
ROM
Video RAM
640K
Program 1 Arena
TSR >
— Arena header
MS-DOS
0

http://www.ceng.metu.edu.tr/courses/ceng334/MSDOS.doc

e Konvencni paméf aka Base Memory
o Dolnich 640kB

o ,,040K ought to be enough for anybody." - Bill
Gates, 1981

e UMB alias UMA
o Upper Memory Blocks/Area
o Mezi 640kB a 1IMB
o Vyhrazeno pro

e ROM
e RAM periferii
® Do paméti mapované 1/O

e High Memory Area
o 64kB-16B nad 1MB
o Muselo se povolit A20 (21. adresni bit na sbérnici)
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e Aréna

o V redlném rezimu se paméf spravuje v 16B blocich
— paragrafech

o Paméfovému bloku pridélenému procesu se fika
aréna

o Aréna se sestdva z nékolika paragrafti a za¢ina
hlavickou (1. paragraf), kde je uveden pocet
paragrafu arény

e MS-DOS v hlavicce ukladal PSP (Program
Segment Prefix) a yméno souboru

e EBDA
o Extended Bios Data Area
o Pridéano kvili PS/2
e Novy buffer pro PS/2 port mysi

o Ve skutecnosti neni standardizovano, pouze existuje
proprietarni popis napf. pro puvodni IBM BIOS
EBDA

o Pouzito pro Plug-and-Play

¢ Unreal mode
o 1386+
o Procesor se prepne do chranéného rezimu
e Zaroven povoli A20
o Nastavi se limity segmentli na maximum
® Respektive se naplni s deskriptorem datového
segmentu s limitem na 4GB
o Procesor se prepne zpét do redlného rezimu
o Nastavené limity ztstanou aktivni

o A program v redlném reZimu muze adresovat 4GB
flat
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MP Floating Pointer Structure

uniprocessor

Datova struktura u SMP systémt

Zacina signaturou _MP_

Popisuje dostupné procesory

Pokud ji kod jadra OS nenajde, predpoklada se

o Tj. podle jeji detekce se rozhoduje, jaké jadro se
vlastné nainstaluje — viz protected mode
o Hleda signaturu na ur¢enych mistech v paméti

e 1. kB EBDA

® Posledni kb zakladni paméti
e Arény v adresnim rozsahu ROM-BIOSu

MP Floating Pointer Structure

Field Offset | Length

Description/Use

Signature |0 4B

This 4 byte signature is the
ASCII string "_MP_" which the

OS should use to find this
structure.

MPContfig | 4 4B
Pointer

This 1s a 4 byte pointer to the MP
configuration structure which
contains information about the
multiprocessor configuration.

Length 8 1B

This 1s a 1 byte value specifying
the length of this structure in 16
byte paragraphs. This should be
1

Version 9 1B

This 1s a 1 byte value specifying
the version of the
multiprocessing specification.
Either 1 denoting version 1.1, or
4 denoting version 1.4.

Verze 1.00
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Checksum | 10 1B The sum of all bytes in this
floating pointer structure
including this checksum byte
should be zero.

MP 11 1B This is a byte containing feature

Features 1 flags.

MP 12 1B This is a byte containing feature

Features 2 flags. Bit 7 reflects the presence
of the ICMR, which is used in
configuring the IO APIC.

MP 13 3B Reserved for future use.

Features

3-5

Processor Entry

Field Offset | Length | Description/Use

Entry Type |0 1B Since this i1s a processor
entry, this field is set to 0.

Local APIC |1 1B This is the unique APIC ID

ID number for the processor.

Local APIC |2 1B This is bits 0-7 of the Local

Version APIC version number
register.

CPU Enabled | 3:0 Ib This bit indicates whether the

Bit processor is enabled. If this
bit is zero, the OS should not
attempt to initialize this
Processor.

CPU 3:1 Ib This bit indicates that the

Bootstrap processor entry refers to the

Processor Bit bootstrap processor if set.
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CPU 4
Signature

4B

This 1s the CPU signature as
would be returned by the
CPUID instruction. If the
processor does not support
the CPUID instruction, the
BIOS fills this value
according to the values in the
specification.

CPU Feature |8
flags

4B

This 1s the feature flags as
would be returned by the
CPUID instruction. If the
processor does not support
the CPUID instruction, the
BIOS fills this value
according to values in the
specification.

¢ Dale existuji

o MP Configuration Table

o MP Configuration Table Entries
o 10 APIC Entry
o APIC Memory Mappings

o Local APIC Register Addresses

e Viz

http://www.osdever.net/tutorials/view/multiprocessing-
support-for-hobby-oses-explained
¢ A manualy od Intelu
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SMP Bootstrap

¢ Pojmy
o BSP — Bootstrap Procesor
® Vykonava programovy kod po spusSténi
pocitace

o AP — Application Procesor
e Kazdé dalsi jadro SMP systému
e APID - id procesoru
e Aka Auxiliary Processor

® Princip

o Po zapnuti jsou vSechny procesory v redlném rezimu

o BIOS vybere BSP a ostatni procesory zastavi

o Koéd SMP jadra bézici na BSP prohleda pamét na
_MP_

o Pokud nenaSel, zavede se jednoprocesorové jadro

o Pokud nasSel, inicializuje APIC BSP

e K tomu je nutné se prepnout do chranéné¢ho
rezimu

o Kod vykonavany BSP postupné vzbudi AP pomoci
Init-IPI (Inter-Processor Interrupt)

o AP se prepne do chranéného rezimu a zacne svoji
dalSi ¢innost synchronizovat s kddem, ktery ho
spustil a bézi na BSP

o Jakmile jsou inicializovany vSechny AP, BSP
prepne I/O APIC do symetrického 1O rezimu

¢ Routovaci tabulka, kterd presméruje preruseni
od sbérnic periferii na néktery lokilni APIC AP

o SMP jadro pokracuje dél s vlastni inicializaci
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broadcast_AP_startup:

This procedure is executed only by the BootStrap
Processor, to awaken the Auxilliary Processors so
that they each can display their Local-APIC ID-
number (and their CRO register's value, so we can
verify that the cache-related bits are setup
properly). We use code here which follows the MP
Initialization Protocol.

S E E

=

point FS:EBX to the Local-APIC's memory-mapped page

XOor %ax, %ax # address segment zero
mov %ax, %fs # with FS register
mov SAPIC_BASE, %ebx # APIC address in EBX

# compute the page—-number (where each AP should start)

mov SrealCS, %edx
shl $4, %edx

add Stos, %edx
shr $12, %edx

and S$OxFF, %edx

arena segment-address
multiplied by sixteen
plus entry's offset
divided by page-size
must be in bottom 1MB

H = H H H

# issue an '"INIT' Inter-Processor Interrupt command

mov $0x000C4500, %eax # broadcast INIT-IPI
mov %$eax, %$fs:0x300(%ebx)# to all-except-self

# do 10ms delay, enough time for APs to awaken

mov $10000, %eax # ten-thousand microseconds
calldelay_EAX_microseconds# execute programmed delay

# wait for indication of the command's completion

spinl: bt $12, %fs:0x300(%ebx) # command-in-
# progress?

jc  spinl # yes, spin until done
-
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# now we complete the Intel 'MP Initialization
# Protocol'

mov $2, %ecx # protocol's repetitions nxIPI:

# issue a 'Startup' Inter-Processor Interrupt command

mov $0x000C4600, %eax # issue 'Startup-IPI'
mov %dl, %al # page is the vector

mov %eax, %fs:0x300(%ebx)# to all-except-self

# delay for 200 microseconds

mov $200, %eax # number of microseconds
calldelay_FEAX microseconds # for a programmed delay

# wait for indication of the command's completion

spin2: bt $12, %$£fs:0x300(%ebx) # command-in-
# progress?
jc  spin2 # yes, spin until done

# repeat this 'Statup-IPI' step twice (per the
# protocol)

loopnxIPI # again for MP protocol

ret

# ____________________________________________________
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This procedure will be executed by each Application
Processor as it is awakened by the BootStrap
Processor sending Startup-IPI's. In order that each
processor can call subroutines, it requires a
private stack—-area, which we setup sequentially
using the 'xadd' instruction (to guarantee that
stack—-areas are non-overlapping). But until its
stack is ready, this CPU cannot handle interrupts.

S S S S S S S S S S

Q
|_1
|_l.

# disable interrupts
mov %Cs, %ax # address program arena
mov %ax, %ds # using DS register
mov %ax, %es # and ES register

# increment the count of processors that have
# awakened

lock # insure 'atomic' update
incwn_APs # increment the AP count

# setup an exclusive stack-region for this processor

mov $0x1000, %ax # paragraphs in segment
xadd %$ax, newsSS # 'atomic' xchg-and-add
mov %ax, %ss # segment—-address to SS
XOr %esp, %esp # top-of-stack into ESP

# call subroutines to display this processor's
# Local-ID

callallow_4GB_addressing # adjust FS seg-limit
calldisplay_APIC_LocallID # display this CPU's ID

# increment the count of processors that have
# finished

lock # insure 'atomic' update
incwn_fin # when modifying counter
-

http://www.cs.usfca.edu/~cruse/cs630f08/mphello.s
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Proposed hoot sequence for an RTOS on SMP systems.

]
e - Coherence
Setup Runtime SMP

Reset Entry Point : fornee
Initial Stack Initialization Configuration

L ]

© Wait PRIMARY CORE Memory

Initialization

Control to Other Cores Ke'rﬁél D:ta / Interrupt

Scheduler Reached? Structure Initialization

Reset Entry Point Done with
Init?

fE————
Swtich to Runtime
Sys Stack Initialization

vt SECONDARY CORE  Memory

Control to ~ Kernel Interrupt
Scheduler Initialized? Initialization

http://www.embeddedinternetdesign.com/design/227500241;jsessioni
d=EX4DHZILAFHPO1QEIGHRSKHWATMY32JVN?pgno=2

Typical hoot sequence operations in an embedded boot monitor.

Reset Vector

Runtime Environment

Interrupt Setup

Kernel Data Structures

Figure 1
http://www.embeddedinternetdesign.com/design/227500241;jsessioni
d=QLTXJPAHWV3JTQEIGHRSKHWATMY32JVN?pgno=1
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Rezimy procesoru

® Real-mode
e Kdéd muze cokoliv a kamkoliv, kam muze adresovat
e Neexistuje Zddna ochrana

® Protected-mode
® Viz vysSe

e Unreal mode
e Neoficialni rezim
® Viz vyse

® VM6
¢ Virtual Mode
e /pristupnuje real-mode kod v chranéném rezimu
e Napr. volani sluzeb BIOSu z chranéného rezimu

* SMM
e System Management Mode
e 74dny kéd, jak ho obvykle znime, neb&zi
® Pouze bézi specidlni kod, firmware nebo hw debugger,
v privilegovaném rezimu

® 64bit Compatibility Mode
e Umoznuje 64bit OS spoustét 32bitové aplikace
e Nejsou k dispozici 64bit registry

e 64bit Long Mode
e VétsSinu 32bit aplikaci pry staci jen prekompilovat
e Viz déle
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Processor that
introduces
each mode

AMD Opteron

Intel 80386SL

Intel 80386DX

Intel 80286

Intel 8086

Mode application
was written for

System
Management
Mode

Virtual
8086
Mode

<P

Protected Mode

Real
Mode

]

Real 16-bit 64-bit
Mode Protected Mode
Mode
Long Mode
I 64-bit
Compatibility Mode Mode
A
Legacy Mode
\ 4

http://en.wikipedia.org/wiki/X86-64

¢ http://www.codeproject.com/KB/system/asm.a

SpX

Long Mode

e Nckteré systémové instrukce jsou v Long
Mode a Kompatibility Mode nedostupné
o Segmenty — viz protected mode

o TSS — Task State Segment

Verze 1.00
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e Adresovani
o Flat rezim

o Azna FS a GS, jako kdyby vSechny
segmentove registry byly rovny nule

o Vytvori se segment deskriptor s bity D=0
(default) a L=1 (long mode)

e Jejich kombinace fika 64bitovy segment
e Hodnoty DS, SS a ES jsou ignorovany, at uz
do nich date cokoliv

e Obsluha preruseni
o Pozor, nové adresy obsluh jsou uz 64bit

® Multi-threading
o Stale ten samy princip jako u protected-
mode
o Coz jsou privileges, APIC a prakticky ta
sama virtualizace jako u real-modu
e Kterd se d4 pouzit i u unreal modu

¢ Piepnuti do long-mode
o http://www.codeproject.com/KB/system/as
m.aspx
o http://www.1jack.org.uk/HTML/S/78.html
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EnterLM:

; Disable paging

mov eax, cr0 ; Read CRO.
and eax, 7FFFFFFFh ; Set PE=0
mov cr(0, eax ; Write CRO.

; Set Page Address Etension
; by setting CR4's 5th bit.
mov eax, cri4

bts eax, 5

mov cré4d, eax

; Create the new page tables and load CR3
; with them. Because CR3 is still 32-bits
; before entering long mode, the page
; table must reside in the lower 4GB.

call SetupMemory
; Enable long mode (note, this does not
; enter long mode, it just enables it)

; EFER = Extended Feature Enable Register

mov ecx, 0c0000080h ; EFER MSR number.

rdmsr ; Read EFER.
bts eax, 8 ; Set LME=1.
wrmsr ; Write EFER.

; Enable Paging to activate Long Mode.
; Assuming that CR3 1s loaded with the
; physical address of the page table.
mov eax, cr0 ; Read CRO.

or eax,80000000h ; Set PE=1.

Verze 1.00 Strana 26 (celkem 27)
13.12. 2010 T. Koutny



ZCU/FAV/KIV/PPR
D Implementace multithreadingu

mov cr(0, eax ; Write CRO.

Now you are in compatibility mode.
Enter 64-bit mode by jumping to an 64-
bit code segment:

14
14

4

db Oeah
dd LinearAddressOfStarto4d

dw code64 idx

The only thing you have to do in 64-bit
mode 1s to reset the RSP:

4

mov rsp,stacke6d

; Hotovo, bézime v long—-mode

; 1 s nastavenym zasobnikem
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