Zavedeni a struktura operac¢niho systému.
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Zavedeni OS
BIOS

program pfitomny ve vestavéné paméti HW (vétsSinou na zakladni desce)

provadi testy a nastaveni HW

vybere zavadéci jednotku

nacte prvni sektor (MBR), kde je umistén program zavadéce a provede skok na adresu
jeho programu, ¢imz mu preda fizeni

Zavadéc (bootstrap program)

pro Linux LILO (LInux LOader) je vieobecné pouzitelny zavadéc (boot loader) pro Linux)
nebo GRUB

ddva moznost zvolit startujici OS

nacte jadro operacniho systému do pameéti a spusti ho

Jadro OS

detekuje hardware a odpovidajicim zpisobem nastavi ovladade zafizeni
pripoji korenovy svazek pro ¢teni a provede kontrolu souborového systému
spusti na pozadi proces init

Proces init

proces init se konfiguruje pomoci souboru /etc/inittab

inicializuje operacni systém

spustén po celou dobu béhu operaéniho systému a oSetfuje nékteré udalosti (uklid v
adresafi /tmp)

spusti sluzby - Démony

nakonec spusti program getty pro terminadly a virtualni konzoli a v ni program login
nastavenim parametru jadra tzn. runlevel Ize upravit chovani systému

BIOS |—q LILO || jadro OS Linux |[—{ proces init |
[Cogn k—{_ooy_k

Urovné béhu systému — runlevel

runlevel 0 — zastaveni systému - halt

runlevel 1 — jednouZivatelsky rezim Single user mode

runlevel 2 — viceuZivatelsky reZzim bez podpory sité Multiuser, without NFS
runlevel 3 — viceuZivatelsky reZzim s podporou sité Full multiuser mode
runlevel 4 — neni pouZit unused

runlevel 5 — viceuZivatelsky rezim s podporou sité a XFree X11

runlevel 6 — restart systému reboot

Zavadeéni systému
nejprve probéhne Uspésny test zavadéni systému — POST
o kontroluje HW v zatizeni
o série testl ke zjisténi, zda HW pracuje spravné
o zjisténé chyby jsou uloZeny nebo oznameny — blikanim LED/série pipnuti
o Po dokonceni je fizeni pfeddno bootovaci sekvence volajici ovladaci SW nebo zavadéc OS
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e Bootovani
o Najde a zavede (vygeneruje se pferuseni 19h) se tzv. Bootovaci sector (boot sector)
o Boot sector - oblast 512 bajtli na zaznamovém médiu, které je jako prvni nastavené v paméti
BIOSu
= Bootsektor se nachazi na prvnim sektoru zaznamového média (v pfipadé pevnych disk(
je to valec 0 hlava 0 stopa 0 sektor 1)
o BIOS se snaZi najit na tomto sektoru Master Boot Record (MBR) — hlavni spoustéci zaznam.
= Ten nahraje do paméti na adresu 0000:7C00 a v pripadé Uspéchu mu preda fizeni.
= V pfipadé chybného MBR se bootovaci proces prerusi pomoci softwarového preruseni
18h — vygeneruje chybové hlaseni (napf. NO ROM BASIC — SYSTEM HALTED)
= Spravnost MBR BIOS zjistuje pomoci kontrolni hodnoty umisténé na poslednich dvou
bajtech sektoru - AA55h (zapis je uloZzen ve formatu little endian)
= MBR - ze dvou casti — partition loader a partition tabulky
= MBR uchovava zaznamy o rozdéleni disku (oddilech) a urcuje, ze kterého z nich se ma
bootovat.
= Pokud MBR OK - fizeni se preda partition loaderu
= Partition loader v Partition tabulce vyhledd oddil, ktery je oznacen jako aktivni a prejde
na prvni sektor tohoto oddilu. MBR sam sebe ptrekopiruje na jiné misto v paméti a na své
plGvodni misto zkopiruje tento prvni sektor a preda mu fizeni

Spusténi poditace

- Po zapnuti PC jsou vSechny procesory v redlném rezimu

- - Ndhodné se vybere jedno jadro -> bootstrap processor (BSP)

- -ostatni CPU jsou nyni application processors AP - pozastavené, dokud je nezapne kernel

- -nyni je BSP v tzv. real mode, vypnuté strankovani (BSP simuluje staré 8086 ze let okolo '78)

- -vtomto stavu je adresovano pouze 1MB paméti bez ochrany (lze v ni spustit cokoliv)

- -ulntel CPU je hack, kdy se nastavi bazova adresa (jako offset) na tzv. reset vector — OxFFFFFFFO
(konec 4GB paméti - 16B)

- - naadrese reset vectoru je jump na adresu, kde je namapovany BIOS entry point (zajistuje zakladni
deska)

- -tento skok vymaze Inteli hack bazovou adresu

- - oblasti v paméti jsou zaplnéna spravnymi daty diky memory map v chipsetu

- - nyni BSP spusti BIOS -> Power-On self test (POST) -> error = pipani PC speakeru nebo zombie PC

- - po POST bootovani systému, umisténi volitelné (disketa, DVD ROM, HDD, ...)

- - BIOS nyni precte prvni sektor umisténi (HDD) o velikosti 512B (zero sector) = Master Boot Record
(MBR)

- - MBR obsahuje:

- 1) maly zavadéc na zacatku MBR specificky pro OS

- 2) tabulka partition

- -obsah MBR je nac¢ten do adresy 0x7c00 a skoci na zacatek kodu v MBR (zavadéc)

- - bootujeme

Princip

o Po zapnuti jsou vSechny procesory v redlném rezimu

o BIOS vybere BSP a ostatni procesory zastavi

0 Kod SMP jadra bézici na BSP prohleda pamét na _MP_

o Pokud nenasel, zavede se jednoprocesorové jadro

o Pokud nasel, inicializuje APIC BSP

¢ K tomu je nutné se prepnout do chranéného rezimu

o Koéd vykondvany BSP postupné vzbudi AP pomoci Init-IPl (Inter-Processor Interrupt)

o AP se ptrepne do chrdanéného reZimu a zacne svoji dalsi ¢cinnost synchronizovat s kddem, ktery ho
spustil a béZi na BSP

o Jakmile jsou inicializovany vSechny AP, BSP piepne I/O APIC do symetrického 10 rezimu

¢ Routovaci tabulka, ktera presméruje preruseni od sbérnic periferii na néktery lokalni APIC AP
o SMP jadro pokracuje ddl s vlastni inicializaci

Viz predndaska PPR d_multithreading.pdf.
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http://cs.wikipedia.org/wiki/Little_endian

http://www.cheesecake.org/sac/smp.html

Struktura OS

Monolitické systémy

pro jednotlivé funkce jsou definovany moduly
modul mUzZe volat jakykoli jiny modul
vSechny moduly jsou spojeny do vykonatelného souboru s operacnim systémem

Systémové volani (sluzba jadra)

voldni vstupniho bodu jadra OS s prepnutim do privilegovaného rezimu
zjisténi cisla pozadované sluzby

voldni obsluzné procedury

navrat s prepnutim do neprivilegovaného rezimu

Liser program
L Femel call
Kernal
w
@ 8 Service

procedure

@ % Dispateh table

D:spalch procedure

Model struktury monolitického systému

hlavni program, ktery spousti obsluznou proceduru
mnozina obsluznych procedur pro systémova volani
podpurné procedury pro vykonani obsluznych procedur

Main
procedure

- Service procedures
(corresponding to
// system calls)
S0 o O 0O

procedures
maji tendenci extrémné narUstat
Monolit akumuluje moduly, které by potencidlné mohli byt potfebné
TéZce se ladi
Napft. Linux, Windows

Systémy zaloZené na mikrojadie

Vrstvené systémy
e Hierarchie vrstev poskytujicich sluzby
. Programy vy§§|' vrstvy vyuzivaji sluzeb nizsich vrstev

. cvvs
e Aplikacni program je nejvyssi vrstva
Princip vrstev umoznuje systematickou tvorbu programa a jejich testovani

e Princip vrstev je moZzné pouzit pro monoliticky model i pro systémy
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- Mikrojadro
e Vrstva nad holym strojem, ktera obsahuje minimalni mnoZinu abstrakci, tak aby ostatni funkce
0OS mohly byt implementovany nad nim
o Tyto funkce OS nemusi byt vykonavany v privilegovaném reZzimu
e Jenom mikrojadro musi byt vykonavano v privilegovaném rezimu
e Typickd mnoZina abstrakci implementovana mikrojadrem:
o Preruseni
o Vldkna
o Sprava paméti
o Meziprocesova komunikace
o Procesy
e Ostatni funkce — soubory, adresare, sitové sluzby — jsou programy vykonavané v uzivatelském
rezimu
zakladni rozdéleni

- monolitcké systémy - hlavni program, obsluzné procedury, podplrné procedury
- vrstvené systémy - hierarchie vrstev, nejnizsi je holy pocitac, nejvyssi je aplikacni program

funkéni hierarchie - nékdy je problém rozdélit do vrstev podle Urovné abstrakce, proto déleni do
vrstev podle funkénosti

- klient-server - obsahuje mikrojadro, které poskytuje pouze zakladni funkce, vétSinu prace délaji
servery, které jsou oddélené od jadra

- objektové orientovana struktura - jadro spravuje radu objektd (zastupuji soubory, HW zafizeni, ...),
mezi objekty jsou tzv. capability = odkaz na objekt + mnoZzina prdv definujicich operace

http://wiki.zvesela.cz/index.php/Funkce opera%C4%8Dn%C3%ADho syst%C3%A9mu%
2C struktura a rozhran%C3%AD opera%C4%8Dn%C3%ADho syst%C3%A9Mu%2C mikroj%C3%
Aldro.

Preface

This tutorial is intended as a supplement to the SigOps OS Tutorial to teach the fundamentals of
symmetric multprocessing using Intel MP compliant hardware. Knowledge of the concepts and
implementations of basic operating system parts such as managing virtual memory and multitasking
are assumed and will not be discussed except as they relate to multiprocessing. Knowledge
equivalent to an intermediate or advanced computer architecture college course will be helpful in
understanding scheduling issues, but is not required.

This tutorial is not intended to be a complete explanation of how to implement an SMP-capable
operating system, nor as a replacement for Intel's documentation. Rather it is designed to give an
overview of the things | learned in writing SMP support for OpenBLT, a freely redistributable
microkernel-based operating system under the BSD licence. Particularly, some tedious hardware
aspects will not be discussed in detail when the reader could just as easily read official Intel
documentation. The interested reader should refer to the references for more detailed information.
For code examples, the reader should refer to the source code of OpenBLT or FreeBSD. The Linux
kernel source code might be helpful, although it is under the GPL.

This tutorial is a work in progress. If you see an error or something that needs clarification, please e-
mail me.

Terminology
AP

application processor. A processor that is not the BSP. All APs are in a halted state when
the BIOS first gives control to the operating system.

APIC
Advanced Programmable Interrupt Controller. Either a local APIC or an I/O APIC. It is
attached to the APIC bus.
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APIC bus
A special non-architectural bus on which the APICs in the system send messages.

BSP
bootstrap processor. The processor which is given control after the BIOS finishes its
POST.

1/0 APIC
A special APIC for receiving and distributing interrupts from external devices which is
backward compatible with the PIC. There is generally only one per computer.

IPI
interprocessor interrupt. A special interrupt sent to a processor by the originating
processor programming its APIC with a target or logical target ID, and an interrupt
vector.

Local APIC
an APIC built in to the processor. It is responsible for dispatching interrupts sent over the
APIC bus to its processor core and sending interrupts to other processors over the APIC
bus.

MP

Intel's MultiProcessor Specification, a standard which defines how SMP hardware should
be presented to the operating system and how the operating system should interact
with this hardware.
serialisation
The act of executing a certain instruction which causes the processor to pause to retire
all instructions currently being executed before proceeding to the next instruction in the
stream. For example, before switching to protected mode, the processor must retire all
instructions that began executing in real mode before beginning any in protected mode.
SMP
symmetric multiprocessing. Using multiple processors which share the same physical
memory in the same computer at the time. You are probably reading this tutorial with
the hope that your operating system will become SMP-capable.
up
uniprocessor. Your operating system to date is a UP operating system.

MP Detection and Configuration

When the system first starts, the BIOS detects the hardware installed in the system using electric
means and then creates structures to describe this hardware to the operating system. There are two
such tables. The first is the MP Floating Pointer Structure, which is required. The second is the MP
Configuration Table, which is optional. If the configuration table does not exist, the operating system
should set up the default configuration indicated in the floating pointer structure. Some data in the
tables is in ASCII. Strings are padded with spaces and are not null-terminated.

First, you need to find the floating pointer structure. According to the spec, it can be in one of four
places: (1) in the first kilobyte of the extended BIOS data area, (2) the last kilobyte of base memory,
(3) the top of physical memory, or (4) the BIOS read-only memory space between 0xe0000 and
Oxfffff. You need to search these areas for the four-byte signature "_MP_" which denotes the start
of the floating pointer structure. Absence of this structure indicates that the system is not MP
compliant. At this point your operating system can either halt, or it can fall back into a UP setup.

You should checksum the structure to make sure it has not been corrupted. There is not much of
interest in the floating pointer structure, unless your system does not have a configuration table. In
this case, you will need to get the number of the default configuration your system adheres to and
set up the system for SMP using those parameters. Otherwise, you will need to get the address of
the configuration table and begin parsing that.

The configuration table is divided into three parts: a header, a base section, and an extended
section. The header begins with the four-byte signature "PCMP", although you do not have to search
for it. Once you find it, checksum it. At this point, you can print the OEM and product ID strings in
the configuration table if you want. You should get the address of the local APIC from this and store
it. Then, proceed to parse the base section.

The base section consists of a set of entries that describe either processors, system busses, 1/0
APICs, I/0O interrupt assignments, or local interrupt assignments. All entries are eight bytes in length,
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save processor entries which are twenty bytes. The first byte of each entry denotes the type of the
entry. Look through each entry. You will probably want to generate quite a few OS-specific data
structures here. In particular, you will want to note the APIC ID of each processor in the system, its
version, and its type as well as the address of the system's I/O APIC.

Using Local APICs

MP systems have a special bus to which all APICs in the system are connected. This bus is one of the
ways the processors can communicate with one another (the other, of course, is shared memory).
APICs (both local and 1/0) are memory mapped devices. The default location for the local APIC is at
0xfee00000 in physical memory. The local APIC will appear in the same place for each processor, but
each processor will reference its own APIC; the APIC intercepts memory references to its registers,
and those references will not generate bus cycles on some systems. Since APICs are mapped in high
memory, the APs will have to switch to protected mode before they can intialise their local APICs. If
you like, you can map the APIC to a different address using the paging unit, but be sure to disable
caching in the page table entry since some registers can change between accesses. For this reason,
pointers to APIC registers should be volatile. To initialise the BSP's local APIC, set the enable bit in
the spurious interrupt vector register and set the error interrupt vector in the local vector table.

Booting Application Processors

Once you have detected the processors in the system, set up your local APIC, and verified that you
can communicate with it (hint: read the APIC version register), it's time to boot the APs. N.B. that it
is good practise to not try to boot the BSP here. That would be bad.

Since the APs will wake up in real mode, everything they need to get started should be in low
memory (below 0x100000 or one megabyte). First, set the shutdown code by setting address 0:f to
Oxa. Then, grab a page of memory for the AP's stack. You will also need space to store the
“trampoline' code, i.e. the code the processor executes after waking up to switch to protected mode
and jump to the kernel. You can either use the same page of code for each processor or store the
code at the bottom of the processor's stack. Note that the start of the code must be at a page-
aligned address. Copy the code there, then set the warm reset vector at address 40:67 to the start of
this code. Next, you should reset a bit in the kernel which the processor will use to signal that it has
booted and finished initialisation and clear any APIC error by writing a zero to the error status
register. If you need to pass any parameters or data to the AP, now would be a good time to set that
up. For example, since OpenBLT's kernel runs in high memory, | have to pass the address of the page
directory in memory so that the AP can load it and enable paging before calling the kernel.

Now you can actually boot the processor. The procedure consists of sending a sequence of
interrupts to the processor. The incremental effect of each is undefined, but at the end of the
sequence, the processor will be booted. First send an INIT IPI. Assert the INIT signal by writing the
target processor's APIC ID to the high word of the interrupt command register. Then write to the low
word with the bits set to enable the INIT delivery mode, level triggered, and assert the interrupt.
Deassert INIT by repeating the procedure with the assert bit reset. Now, wait 10 ms. Use of the APIC
timer is suggested.

If the local APIC is not an 82489dx, you need to send two STARTUP IPIs. Clear APIC errors, set the
target APIC ID in the ICR, then send the interrupt by writing to the low word of the ICR with bits set
for STARTUP delivery mode and with the code vector in the low byte. The code vector is the physical
page number at which the processor should start executing, i.e. the start of your trampoline code.
Wait 200 ms, then check the low word of the ICR to make sure bit 12 is reset to indicate the
interrupt was dispatched before sending the second STARTUP. After sending it, spin and wait for the
AP to set its ready bit in memory. You may want to set a timeout of 5 seconds, after which you
assume the processor did not wake up.

Switching from Real Mode to Protected Mode

Provided you did everything right above, the processor at some point woke up in real mode and
started executing the code you told it to. First, execute a "cli" instruction to turn off interrupts, just
in case. Now, begin the switch to protected mode. Load an appropriate value into GDTR. This can
either point to the actual GDT or in my case, a temporary GDT. If you need to activate paging, load
the address of a page directory into cr3. Then set bit zero in crO to enable protected mode as well as
bit 31 if you need to enable paging to get into the kernel. Then do an ljmp to the kernel text segment
with an offset that points to the next instruction to serialise the processor. Now that you're in
protected mode, load appropriate descriptors into the segment registers, then execute a "cld",
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which is reportedly what gcc expects. Then, jump to the starting address of your kernel.

Don't reference any symbols in this code since it will be running at an address for which it was not
linked; all memory references must be absolute. Since your kernel is above one megabyte in
memory, you can't access any global variables in real mode. Also be careful in specifying your offset
address for the I|jmp instruction, and do specify the address of the start of your kernel, not a symbol
in the instruction that goes into the kernel. Jumping to a symbol doesn't seem to work. For details,
see OpenBLT's kernel/trampoline.S.

Debugging this part is really not too bad. What you have to do is establish some communication
space in low memory, then have the AP write bytes to that memory to explain what it is doing and
print these out on the BSP.

Interprocessor Interrupts

IPIs are used to maintain synchronisation between the processors. For example, if a kernel page
table entry changes, both processors must either flush their TLBs or invalidate that particular page
table entry. Whichever processor changed the mapping knows to do this automatically, but the
other processor does not; therefore, the processor which changed the mapping must send an IPI to
the other processor to tell it to flush its TLB or invalidate the page table entry.

Using the local APIC, you can send interrupts to all processors, all processors but the one sending the
interrupt, or a specific processor or logical address as well as self-interrupts. To send an IPI, write the
destination APIC ID, if needed, into the high word of the ICR, then write the low word of ICR with the
destination shorthand and interrupt vector set to send the IPI. Be sure to wrap these functions in
spinlocks. You might want to turn off interrupts as well while sending IPIs.

Other Considerations

One thing to note is that semaphores (a.k.a. spinlocks) may need to be done differently under SMP.
Consider a scenario where semaphores are procured with a “bts" instruction. If both processors hit
that instruction at the same time while the semaphore is reset, they might both think they have
acquired it. For this reason, you would need to use a ““lock" prefix on that instruction to lock the
system bus and maintain synchronisation.

From <http://www.cheesecake.org/sac/smp.html>

From <https://d.docs.live.net/e3534876709763a3/Dokumenty/ZCU/Statnice/Statnice.docx>
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